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HNudopmanmoHHast naMsITKAa JIs1 HECOBEPILICHHOJIETHUX 110 BONPOCaM

kubepoOe3onacHocTu B cetn « MHTEpHED)

KoMnblOTEpHBIE BUPYCHI

KomnpioTepHblif  BHpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIWYUTEIbHOM
0COOEHHOCTBIO KOTOPOI1 AIBJISIETCS CIOCOOHOCTH K pa3MHOKEHHIO (KOMUPOBaHUIO). B momnonHenue k aTomy,
BUPYCHl MOTYT TOBPEAWTHh WM MOJHOCTHIO YHUYTOXHTH Bce (aiibl M JaHHBIC, MOAKOHTPOJLHBIC
I10JIb30BATENI0, OT UMEHU KOTOPOTo Oblia 3amylleHa 3apak€HHas MPorpaMMa, a TakyKe MOBPEIUThH WU
Ja)Ke YHUYTOXKUTH ONEPALMOHHYIO CHUCTeMY cO BceMH (aiimamu B 1esioM. B GOJbIIMHCTBE CilydaeB
pacnpoCTpaHsIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo0bl 3aA1IIUTHI OT BPEIOHOCHBIX IPOIPAMM:

1. Hcnons3yii COBpEMEHHBIE OIEPALlMOHHBIE CHUCTEMBI, HMMEIOIIME CEpPbE3HBIM ypPOBEHb
3aIUTBI OT BPEAOHOCHBIX IPOTPAMM;

2. IlocrosiHHO ycraHaBnuMBail mnatyu (LUMQPOBBIE 3aMIATKH, KOTOpPbIE aBTOMATHYECKH
YCTaHABIMBAIOTCSA C LENbIO JOPAOOTKU IMpOrpaMMmbl) M Apyrue OOHOBIIEHUS CBOEH OIEpalMOHHON
cucrembl. CkaunBail MX TOJNBKO C OpHUIMAIBHOTO caiiTa paspadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOI0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE 101 paBaMM I0JIb30BATEIN, a HE aJIMUHUCTPATOPa. ITO HE
MIO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTPAMM HHCTAJJIMPOBAaThCS Ha TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnone3yli aHTUBHPYCHBIE IPOTPAMMHBIE MPOLYKTBI H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpanuyb pU3NYECKUI TOCTYN K KOMIBIOTEPY AJISl HOCTOPOHHUX JIMIL;

6. Hcnonp3ylt BHEIIHWE HOCUTENW WH(MOpPMAlMM, Takhe Kak (¢Uiellka, IUCK Win (Qailia u3
HHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KoMIbIOTEpHBIE (aiiiibl, TOTYYEHHBIE U3 HEHAEKHBIX HCTOYHUKOB. J{axe Te

(aiinbl, KOTOpbIE MpUcIal TBOW 3HAKOMBIH. Jlyullie yTouHHM y HEro, OTHpaBisiil JIU OH TeOe uX.

Cerun WI-FI

C nomonrpio WI-Fi MOXXHO MOJTy4uTh OCCIUIATHBIM WHTEPHET-IOCTYI B OOIICCTBEHHBIX MECTax:
Kade, oTemnsAX, TOProBhIX LEHTpax U a’ponoprax. Tak ke sBisieTcs OTINYHONW BO3MOKHOCTBIO BBIXOJIA B
Wutepuer. Ho MHOTHE 3KCIEPTHI CUUTAIOT, 4TO ob1IetocTynHble WiFi ceTu He SBISIOTCS Oe3011acHBIMH.

CoBeTbl 10 0€30IACHOCTH PA0OTHI B 001EA0CTYNHBIX ceTsax Wi-fi

1. He nepenasaii cBoro nmuunyto naopmanuio gepes odmeaocrynubie Wi-Fi cetu. PaGortas B
HUX, JKeJIaTeIbHO HE BBOJUTH MMAPOJIH TOCTYTIA, JJOTUHBI M KAKHE-TO HOMEPA;

2. Hcnone3yih 1 OOHOBIISI aHTHBHPYCHBIE MpPOTpaMMbl U OpaHamaydsp. Tem cambiM Tbl
o0e3omacuIb ceds OT 3aKayKu BUpYyca Ha TBOE YCTPOMCTBO;

3. [Tpu ucnonszoBanuu Wi-Fi otkimroun pynkimio «O0muii 1ocTyt K (aiiyiaM U IpuHTEpaM».
JlanHass QyHKIMSA 3aKpbiTa MO yMOJYaHHUIO, OJHAKO HEKOTOPBIC TOJIb30BATENIM AKTUBHPYIOT €€ s

y1o0CTBa UCIIOIB30BaHMA B paboTe Ui yueoe;
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4, He ucnonw3yii myommunbiit WI-FI m1s mepenaun MTUYHBIX JaHHBIX, HAPUMED, IS BBIXOAa
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO MOUTY;

5. Ncnone3yii Tonbko 3amuiieaHoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B Mo6unpHOM Tenedone oTkimtoun pyHkuuto «Iloakmouenne k Wi-Fi aBromarnueckun». He

JOTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUS yCTpoiicTBa K ceTsM Wi-Fi 6e3 TBoero cormnacus.

CoumnajbHble CeTH

CounanpHas CeTh - 3TO CaWT, KOTOPBHIA HPEIOCTaBISET BO3MOXKHOCTH JIIOASM OCYIIECTBIISATH
o0IeHne MeX Ty co00ii B mHTepHeTe. Yalne Bcero B HUX JUIs KaKIO0TO YEJIOBEKa BBIJIENSETCS CBOS JIMUHAS
CTpaHHMUKa, Ha KOTOPOW OH YKa3bIBaeT 0 ce0e pasiuuHyro HHPOPMALUIO, HAYMHAs OT UMEHH, (paMuiuu u
3aKaH4YMBas JUYHBIMU (ororpadusmMu. MHOTME TMONB30BaTeNId HE IMOHUMAIOT, YTO HWH(OpMAIus,
pa3MelIeHHas MU B COLMAIIBHBIX CETSX, MOKET ObITh HaliJieHa U MCIOJIb30BaHa KeM YIOJHO, B TOM YHCIIE

He 00s13aTeIBLHO C OJIaruMHu HaMCPCHUSMMU.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH B COIHAJILHBIX CETAX:

1. OrpaHuyb CIMCOK Apy3eil. Y TeOs B APY3bsX HE JOKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3ammmail cBOI0 4acTHYIO ku3Hb. He ykaspIBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U IPYTYIO JTUYHYIO HHPOPMALIUIO. 3II0YMBIIUICHHHKH MOTYT HCIIOJIB30BaTh Aa)Ke HH(POPMALIHIO
0 TOM, KaK Thbl U TBOU POJUTENH ILUIAHUPYETE MPOBECTU KAHUKYJIbL;

3. 3amumail cBor peryTaluio - Iep>KU €€ B UUCTOTE U 3ajiaBail cebe Bompoc: XOoTeln Obl ThI,
YTOOBI IpYyTHE M0JIb30BATEIN BUJIENH, UTO ThI 3arpyskaeiib? [lonymail, mpex e 4em 4To-To ornyOJuKoBaTh,
HanucaTh U 3arpy3HTh;

4. Ecnu TBI rOBOpHIIB € JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCIOJb3YH CBOE PEAIbHOE UM U
APYTYIO JUUHYIO HH(POPMALIUU: UMsI, MECTO JKUTEIbCTBA, MECTO y4eObl U MpoYee;

S. N36eraii pazmemienus: gororpaduit B UuTepHeTe, r/1€ Thl M300paK€H HA MECTHOCTH, TIO
KOTOPOW MOHO OIIPEAEIIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpauuu B COLMANBHOM CeTH HEOOXOAMMO HCIIOJB30BaTh CJIOXHBIE IMapOJIH,
cocTosiIMe U3 OyKB U IM(DP U ¢ KOTUIECTBOM 3HAKOB HE MeHee &;

7. Jlisg couuanbHOM CeTH, MOYThl M APYTUX CAalWTOB HEOOXOAMMO HCIIOJIb30BATh pa3HbIE
napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3J10yMBIIUIEHHUKH MOJTy4YaT TOCTYI TOJIBKO K OTHOMY MECTY, a He

BO BCE Cpa3y.

DJEKTPOHHBIE NeHbI'N

ONEeKTPOHHbIE JEHbIM — 3TO OYeHb YAOOHBIH crmoco0 TulaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AECHBIH.
ONEKTPOHHBIE ACHBIU MOSBUIMCH COBCEM HEAABHO M UMEHHO M3-3a 3TOI'0 BO MHOTMX FOCYapCTBax

A0 CUX IIOP HE IMMPOIMMKUCAHO IMPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIMOHHMPYIOT U O HHX YXe€ IMPOIKCAHO B 3aKOHE, I/Ie UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercss TMPOBOAWTH Omepauuu 0e3 WACHTU(PHUKAIMKA TI0Jh30BATENsA, a B HE aAHOHUMHBIX
UACHTU(UKAIINH TTOJTH30BATENS ABISETCA 0053aTEIbHOM.

Taxxe crneayeT pa3inyaTh 3JEKTPOHHBIE (PUaTHBIE NEHBIH (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) U

ANEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30aCHOI padoTe ¢ 3JIeKTPOHHLIMH J€HHbIAMH

1. [IpuBskr K cueTy MOOWIBHBIM TeaedoH. DTO caMblii YIOOHBIM W OBICTPBIA CITOCOO
BOCCTAaHOBUTH JOCTYIl K cyery. [IpuBsizaHHbIil TeneoH MOMOXET, eciau 3al0yaenib CBOM IIaTEeKHBIH
[apoJIb WM 3aiEIb HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnons3yit onnopazossie napoiu. [lociie nepexona Ha yCHICHHYIO aBTOPU3AIUIO TEOE ykKe
He OyJeT yrpokaTh OMAaCHOCTb KPa)KH UITU TMepexBarta MIaTeKHOTO MapoJis;

3. Bribepu cnoxubiii napons. [Ipectynnukam OyAeT He MPOCTO yraJlaTh CIOXHBINA Mapolb.
HanexxHble maposu — 3TO napoJid, KOTOPBIE COJIEPKaT HE MEHEE § 3HAKOB U BKJIIOYAIOT B ¢€0s1 CTPOUHBIE
U IPONMCHbIE OYKBbI, HU(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J10J11apa, PyHTa, BOCKIULATEIbHbIN
3HaK u T.1. Hanpumep, StROng!;;

4, He BBOAM cBOM ITUYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE JOBCPACIID.

DIEKTPOHHAA MOYTA

ONEKTPOHHAs IIOYTa — 3TO TEXHOJOTMS M INPEAOCTaBISIEMBIE €10 YCIYyTM IO IEPECBUIKE H
MOJyYEHHIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACIpPENeNOTCs B KOMIBbIOTEpHOU ceTH. OOBIYHO
AJNIEKTPOHHBIA TMOYTOBBIN SILUK BBITJISAUT CIEIYIOIIMM 00pa3oM: HMMsI_I0JIb30BATEIA(@UMS_JIOMEHA.
Taxxe kpome nepeaaun NPOCTOro TeKCTa, UMEETCS BOZMOKHOCTh TepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 0€30NACHOI padoTe C IJIEKTPOHHON NOYTOM:

1. Hano BbIOpaTh NpaBUiIBHBIN MOUYTOBBIM cepBuc. B MHTepHeTe ecThb OrpoMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllIe TI0BEPSTh TEM, KOTO 3HACIIb U KTO MEPBbII B pEHTHHIE;

2. He ykaspiBail B snyHOW moure nuyHyro HHopmauuio. Hampumep, nydimie BbIOparh
«My3bIKaNbHBIN _(panaT@» un «pok2013» Bmecto «remal3y;

3. Hcnonp3yii IByX3TalHYO aBTOPU3ALUI0. DTO KOTJa MOMHUMO MapoJis HY’KHO BBOJUTH KOJ,
npucbuIaeMblil mo SMS;

4. Br16epu cnoxHbIi naposib. i1 KaXk10ro Mo4ToOBOro SUIMKa T0JKEH ObITh CBOW Ha/I€KHBIMH,

YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecan ectb BO3MOMKHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH 3Ty
BO3MOKHOCTB;
6. Hcnons3yii HECKOJIBKO MTOYTOBBIX SIMUKOB. [IepBBIii U151 4aCTHOM NEPEMUCKH C aJpeCATAMHU,

KOTOPBIM ThI IOBEpsieIlb. ITO SJEKTPOHHBINA aapec He Ha/I0 UCTIOIb30BaTh MPU PETUCTPALUU Ha (opymax
U caiTax;
7. He otkpeiBaii (aitsiel u gpyrue BIOKEHHS B MHUChbMaX @K€ €CIM OHHM MPHIILIA OT TBOMX

npy3eit. Jlydine yTouyHr y HUX, OTIIPABIISIIN T OHU TeOe 3TH (pailiibl;
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8. [Tocne okoH4YaHUs pabOTHI HA MOYTOBOM CEPBHCE Mepel] 3aKPhITHEM BKJIAJKU C CAUTOM HE

3a0y1p HAXKaTh Ha « BeIATHY.

KuoepOy/JUIMHI UM BUPTYAJbHOE H31€BATEILCTBO

KubepOyimuHr — mpecieioBaHUE COOOIICHUSMH, COJCPXKAIIMMU OCKOPOJICEHHUS, arpeccuro,
3alyruBaHue; XyJIUraHCTBO; COLUAIbHOE OOMKOTUPOBAHUE C TOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHbIE COBETHI 10 00pPL0e ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. JIydmnii crioco6: mocoBeTOBaTHCS Kak ce0si BECTH U, €CITU HET TOTO, K
KOMY MOYKHO OOpaTHTHCS, TO BHAa4aje YCHOKOWTHCS. Ecny Thl HauHemb OTBEYaTh OCKOPOJICHUSMH Ha

OCKOp6J’IeHI/I5[, TO TOJIBKO €IIC OoublIIe Pa30KKCIIb KOH(i)J'II/IKT;

2. Yrpasiisiii cBoei KubeppermyTaruei;

3. AHOHUMHOCTH B ceTd MHIMAasl. CyIIEeCTBYIOT CITIOCOOBI BBISICHUTE, KTO CTOHT 32 aHOHUMHBIM
aKKayHTOM,;

4. He crout Bectn Xynuranckuii 00pa3 BUPTYaibHOU xu3HU. IHTEpHET (DUKCUpPYET BCe TBOM

NEHCTBUS U COXPAHSIET UX. Y JAJIUTh UX OyJeT KpaiiHe 3aTpyAHUTEIIBHO;

S. Benu cebs BexnuBo;

6. Urnopupyit enunuunblii HeratuB. OJIHOpPA30BbIE OCKOPOUTENbHBIE COOOILEHUS JIydIlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aaIbHOW CTaINH;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COLTUAJIBHBIX CETSIX
€CTb BO3MOXHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHUI C ONPECIIEHHBIX a/IpECOB;

8. Ecnu Tb1 cBUgeTens kubepOyuinara. TBou 1eCTBUA: BEICTYIIUTh POTHUB MPECIe0BaTeNs,
[I0OKa3aTh €My, YTO €ro JEHCTBUS OLICHMBAIOTCS HEraTUBHO, IMOAJEP)KAaThb JKEPTBY, KOTOPOH HY’>KHA

TICUXOJIOTNYCCKas IOMOIIIb, COO6HII/ITI) B3pPOCIJIBIM O q)aKTe arpe€CCUBHOTO IMOBCACHHA B CCTH.

MoOunabHbIN TegaedoH

CoBpemeHHble cMapT(OHBI U TJIAHIIETHI COAEepKaT B ce0e BIOJHE B3POCIBIA (PYHKIMOHAN, W
TCIEPb OHU MOT'YT KOHKYPUPOBATE CO CTAHMOHAPHBIMH KOMIIBIOTCPAMMU. O)IHaKO, CpCACTB 3alIUTBI IJId
MO/I00HBIX YCTPOMCTB MOKA OU€Hb Majo. TecTupoBaHHE U MOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TaK
MHTEHCUBHO, Kak 11 1K, To ke camoe kacaeTcs 1 MOOMIIBHBIX MPUIIOKESHHA.

CoBpemMeHHbIE MOOUIIBHBIE Opay3ephl YKe MPaKTHUYEeCKH JOTHAIM HACTOJbHBIE aHATOTH, OJHAKO
pacumpenre QyHKIMOHaAIA BIIEYEeT 32 COO0M OOJIBIITYIO CII0KHOCTh M MEHBIITYIO 3alUIIIEHHOCTD.

llaneKo HEC BCC ITPOMU3BOJUTEIIN BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKpPBIBAIOIIUEC KPUTUUCCKHUE YA3BUMOCTHU
JUISL CBOUX YCTPOMCTB.

OCHOBHbBIE COBETHI 1151 0€30HACHOCTH MOOMJILHOIO0 TejaedoHa:

1. Byab octopoxeH, Beab koraa Tede npeyiaratoT OecruiaTHbIM KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO IJIATHBIC YCITYTH;

2. Hymaii, mpexzae yem oTnpaBuTb SMS, ¢oto uinu Buaeo. Tl TOUYHO 3HaEIIb, TJe OHU OyayT
B KOHEYHOM HUTOTE?

3. Heo6xoamumMo 0GHOBISATE OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

4. Wcnone3yit aHTUBUPYCHBIE IPOTPAMMBI 11 MOOMIIBHBIX TeNle()OHOB;
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S. He 3arpyxaii mpwIOKEHHsS OT HEU3BECTHOTO HMCTOYHMKA, BEIb OHM MOTYT COZACpXKaTb
BPEJIOHOCHOE NPOrpaMMHOE 00ecIIeYeHue;
6. [Tocne Toro kak ThI BBIENIb C caiiTa, Ii€ BBOAWJ JMYHYIO HMH(OpMAIMio, 3aiiau B

HACTpOIKu Opay3epa u ynanu cookies;

7. [leprnonnvecku NpoBepsiii KaKue IUIATHBIC YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. JlaBaii cBOif HOMEpP MOOWJIBHOTO Tene(oHa TOJIBKO JIFOJIIM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpSIeIIIb;

9. Bluetooth nomkeH ObITH BBIKITIOYEH, KOT/Ia Tl UM HE MOJNb3yembes. He 3a0biBaii nHOTIA

MIPOBEPSTH 3TO.

@OUIIMHT WK KPaKa JHYHBIX JAHHBIX

['maBHass mens GummHT - BHAa VIHTEpHET-MOIIEHHUYECTBA, COCTOMT B  TOJYyYCHUH
KOH(HICHIIMATBHBIX JaHHBIX T0Jb30BaTENIed — JIOTMHOB W maposieii. Ha anrnmiickom si3bike phishing
yutaercs Kak uimuHr (o1 fishing — peiOHast nosis, password — mapois).

OcHoBHBIE cOBeTHI 110 6opble ¢ GUINHIOM:

1. Crnenm 3a cBouM akkayHTOM. Ecii ThI Moj03peBaeiiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KMPOBATh €€ U COOOIIUTh aAMHUHHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO CKOpeEe;

2. Ucnone3yii Ge3omacHbie BeO-CaThl, B TOM YHUCJE, MHTEPHET-Mara3uHoOB M TMOHCKOBBIX
CUCTEM;

3. Vcnonp3yi CroKHBIE W pa3Hble Mapoid. TakuM o0pa3oM, eciu TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKY MOTYyYaT JOCTYH TOJIbKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu 1ebs B3nmoManu, TO HEOOXOAUMO MPEAYMPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBiieHbl y T€OST B APY3bsiX, O TOM, YTO TeOS B3JIOMaJIM ¥, BO3MOXXHO, OT TBOETO WMEHHU Oyner

pacChlIaTbCA CIlaM U CCBLIIKU Ha (1)I/IHII/IH1"0BI>I€ CaﬁTLI;

S. YcranoBu HaaexHbli napois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIII0YM cOXpaHEHue Maposst B Opaysepe;
7. He oTkpsiBail ¢aiisiel 1 Apyrue BIOKEHHUS B MHCbMaX JaKe €CIM OHU IPHUILIN OT TBOUX

npy3eit. Jlydie yTouHr y HUX, OTIPABIISIN JIM OHU TeOe 3T (ailibl.



